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SOCIAL MEDIA TOOLKIT
Explore four areas key to managing social media use by employees in

your organization. Craft a best practice social media policy, navigate the
legal landscape, and view examples of organizations that have

established social media guidelines.
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Ingrid Fredeen, J.D., Vice President,
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Social Media Policy
A solid social media policy is the first 

step in controlling and reducing risks 

associated with employee misuse. 

But proceed with caution; the legal 

landscape continues to shift. By following 

a few simple tips, employers can 

navigate this complex area  

of policy development.
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Introduction
A solid social media policy is the first step in harnessing social media use and reducing 

risks associated with employee misuse. But proceed with caution: the legal landscape 

continues to shift, and there are many things you must consider before you can establish 

an effective and legally defensible policy. By following a few simple steps, employers can 

navigate this complex area of policy development.

1: Align Policy Objectives with Your Culture
There really is no one-size-fits-all when it comes to social media policy. The policy must 

reflect your culture, your risks, and your organization. Start by thinking comprehensively. 

Consider issues that may be raised in different areas and departments within your 

organization. Determine if groups have unique needs and may require tailored guidelines 

due to specific business use requirements.

You then need to gather a wide team of contributors who will help shape the policy. 

Consider including people from such areas as HR, Audit, Corporate Communications, 

Finance, Legal, and Marketing.

2: Determine If Your Policy Will Be Permissive or Restrictive
Many employers are moving away from policies that restrict social media use or try 

to ban it altogether. With most employees able to access their social media accounts 

using personal devices, monitoring and ensuring compliance with this type of rule is 

impossible. Organizations are therefore focusing on smart and ethical use, finding ways 

to support employees who want to be brand ambassadors.
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Before you get to work on your policy, determine whether your culture supports a permissive 

policy (where employees are allowed to use social media) or a very restrictive one. Talk with 

contacts in other organizations and find out what is and is not working for them.

3: Identify Your Organization’s Key Legal and Reputational Risks
Your social media policy must take into consideration your organization’s unique risk 

areas and opportunities. Organizations like hospitals that deal with private, highly 

sensitive information, for example, are likely to have different risks than an organization 

that manufactures goods and advertises heavily on social media.

Some risks are likely to be common across a wide array of organizations; for example, 

most organizations want to protect confidential and proprietary information, prevent 

the loss of intellectual property, prevent misuse of others’ intellectual property, address 

antitrust issues, protect brand image, and prohibit employees from engaging in 

harassment and cyber bullying. But other risks may be unique to your sector or even 

your organization. Here are some examples of risks that your organization may need to 

address:

•    Customer privacy

•    Health Insurance Portability and Accountability Act

•    Product liability

•    Antitrust

•    Federal Communications Commission rules regarding advertising

•    Children’s Online Privacy Protection Act

4: Define What You Want Your Policy to Accomplish
There are many important areas that you may want to address in your policy or 

guidelines. Before you start drafting, create a list of items that you want to be sure 

to address. A few of the things you may want to consider in your policy include the 

following:

•    Define appropriate use of social media

•    Address expectations of privacy

•    Educate employees regarding proper etiquette

•    Protect the company’s confidential information and trade secrets

•    Encourage employees to be brand ambassadors

•    Support employees who are active social networkers

2
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5: Get to Work and Craft Your Policy
One of the most important aspects of developing your policy is to work with a lawyer 

who has experience in this area. Your lawyer must be familiar with the shifting legal 

landscape and the current rules and limitations placed on employers. If not, your policy 

will likely be ruled unlawful.

As you craft your policy, consider the following tips:

•    Don’t trample on employee rights under the National Labor Relations Act; 

your policy language must be specific and aligned with current National Labor 

Relations Board (NLRB) positioning.

•    Look at the NLRB acting General Council’s third memo (dated May 30, 2012) and 

the policy that the NLRB thinks is okay. It’s a great place to start. Check out other 

policies and guidelines.

•    Don’t violate state laws that protect employees who engage in lawful off-duty 

conduct and that protect employee social media passwords.

•    Decide how specific you want to be about using such sites as Facebook, YouTube, 

Instagram, Twitter, and LinkedIn. The more specific your policy is, the more likely 

it will quickly become outdated.

•    Make the language reader-friendly; don’t let it read like a legal treatise.

•    Keep the policy language tight and clear. Avoid blanket statements and broad 

generalizations.

•    Include a savings clause; even if it is unsettled whether it will save your policy, it 

can’t hurt. A savings clause excludes protected Section 7 activity from the scope 

of a social media policy. The clause may not save a policy that is overly broad, but 

it may save one that is only slightly flawed.

•    Review and update your policy every six to 12 months. This is an area that is 

changing rapidly.

•    Ensure consistency by aligning the social medial policy with other documents that 

mention social media use, such as:

•    New employee materials and training

• Employee training courses (live and e-learning)

• Annual policy certifications

• Employee handbooks

• Code of conduct
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6: Communicate and Train on Your Policy
A policy is helpful only if employees know about it and understand what is expected 

of them. You should train all employees, including managers. Ensure that employees 

attest to your social media policy regularly and keep a record that they have viewed and 

accepted its terms.

Whether you develop training in-house or use a third-party vendor, make sure your 

training is effective, engaging, and interesting—that’s what social media users expect. 

Consider using burst Learning training, such as that provided by NAVEX Global. Our 

fresh, high-quality solution teaches rather than preaches to your employees and offers 

organizations a quick, cost-effective, and mobile-ready solution that can get your 

message out today. 

For some additional innovative ideas about how to bring your policy to life, check out 

these YouTube videos: 

•    Citrix Social Media Best Practices

•    Zurich Insurance Company Ltd. –  Social Media: See how social media is changing 

the way we communicate 

•    Sodexo Social Media Guidelines

Conclusion
Crafting a policy on social media use is no simple task. It is a collaborative effort that 

requires a comprehensive approach. And once you get it right—it matches your culture, 

complies with the law, and is effectively communicated to your employees—don’t let 

it collect dust on the shelf. Revisit the policy regularly. This area is in a constant state of 

evolution, and if you aren’t paying attention, your policy may quickly become outdated 

or, worse, unlawful.

About NAVEX Global
NAVEX Global is the trusted ethics and compliance expert for more than 8,000 clients 

in over 200 countries – the largest ethics and compliance community in the world. A 

merger of industry leaders ELT, EthicsPoint, Global Compliance Services and PolicyTech, 

NAVEX Global provides a comprehensive suite of solutions to manage governance, risk 

and compliance (GRC), providing critical cross-program insights thorough unmatched 

expertise and actionable data.
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Introduction
When it comes to social media, the legal landscape is constantly shifting. New rights are 

uncovered and new laws are passed that provide even greater protection to employees. 

Employers are left scratching their heads and wondering if there is much they can do to protect 

their organization and its reputation. Employers cannot sit idly by and allow employees to use 

social media without rules or guidance, however. And before establishing or updating rules, 

employers must get a sense of the current legal landscape. two areas that have a dramatic impact 

on limits that employers can place on employees include the National labor relations Act (NlrA) 

and laws protecting employee passwords.

The Legal Landscape: Section 7 of the NLRA
Under the National labor relations Act, non-supervisory employees have the right to discuss the 

terms and the conditions of their employment. this right applies to employees in both unionized 

and nonunionized workplaces. this means that employees are free to talk about such things as 

wages, policies, and working conditions. Protected activity under the NlrA typically involves two 

or more employees acting together to improve working conditions.

in the past 18 months, the National labor relations board (Nlrb) has taken an aggressive stance 

against employer social media policies that infringe or chill this critical right under the NlrA. And 

the law and agency rules continue to evolve in very employee-friendly ways.

the Nlrb (through decisions and memos issued by the General Counsel) has sent a strong 

message to employers: social media policies and other rules will be closely scrutinized and 

invalided if they could limit employee speech in the social media context.

some policy language that has been found to be unlawful and overly broad includes:

•	 blanket prohibitions on defamatory language (as appeared in Costco)

•	 statements prohibiting information sharing about co-workers

•	 Prohibitions on the use of the company’s logo and materials
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but the Nlrb has also provided some guidance on the type of policy language that may be 

appropriate. the May 30, 2012, operations Manual Memo contains an approved policy and is a 

great place to start.

Can You Request Employee Passwords?

Another important area of developing law relates to an employer’s right to request or demand that 

an employee or applicant give his or her private social media account password to the employer. 

Employees have reported that managers (and employers) have demanded passwords to private 

networks as part of the recruiting process and as part of an investigation. in some instances, 

managers	may	simply	want	to	find	out	what	is	being	posted	about	the	workplace.	

As of March 2013, six states have laws that make the request unlawful: California, delaware, illinois, 

Maryland, Michigan, and New Jersey. in addition, 23 states have pending legislation and some 

discussion about a legislative ban at the federal level.

Employers should advise all managers to not request passwords unless the request has been 

cleared with hr and legal. because this area of the law is evolving, it is important to carefully 

review each situation before taking any action.

Conclusion
don’t assume that the rules relating to social media won’t change. social media continues to 

evolve	at	an	incredible	pace—a	pace	that	is	difficult	for	the	law	and	employers	to	keep	up	with.	

Unlike other risk areas, you should expect to see many new developments that will affect how your 

organization can address and mitigate risks. Employers should not only craft a policy that complies 

with the law but also be sure to review and update it on a regular basis.

About NAVEX Global
NAVEX Global is the trusted ethics and compliance expert for more than 8,000 clients in over 

200 countries – the largest ethics and compliance community in the world. A merger of industry 

leaders Elt, EthicsPoint, Global Compliance services and Policytech, NAVEX Global provides a 

comprehensive suite of solutions to manage governance, risk and compliance (GrC), providing 

critical cross-program insights thorough unmatched expertise and actionable data.

2



+1 866 297 0224    |    INFO@NAVEXGLOBAL.COM    |    WWW.NAVEXGLOBAL.COM1© 2012 NAVEX GlobAl. All riGhts rEsErVEd

Advisory services

Social Media Policy Assessment

Because the World is Watching
Employers are understandably concerned about how social 

media can affect productivity; potentially compromise 

the confidentiality of intellectual property as well as the 

employer’s reputation. Many need to ensure that their 

employees understand how to use these media responsibly.

A well-written, effective social media usage policy explains the employer’s 

expectations for how employees use social media in a manner consistent with the 

organization’s code of conduct and values.  A good policy provides answers to 

specific questions and offers real-life examples.

A social Media Policy review includes: 

• Reviewing and assessing your existing policy to determine its 
adequacy and  
alignment with your practices; 

• Updating your existing policy to ensure effectiveness and 
comprehension for  
all levels of employees and stakeholders; and 

• Developing a new policy to define organizational values, policies and  
expected behavior.

let our Ethical leadership Group advisors consult with you on your policy and 

areas for improvement.

Why PArtner With nAVeX GloBAl?
the Ethical leadership Group™ (ElG), the advisory services division of NAVEX 

Global, was formed in 1993 with a straightforward mission – to help companies 

develop and promote cultures of integrity.  since then we have served more 

than 25% of the Fortune 200 to: assess employee perceptions about ethics 

and compliance programs as well as corporate cultures; assist companies 

in the development of best practice ethics and compliance programs; train 

boards, management and front-line employees; assess risk; and provide expert 

professional consultation for any business conduct need that may arise.  We 

have traveled around the world and worked with companies across dozens of 

industries, and we have a passion for what we do.

ADVISORY SERVICES

Social Media Policy Assessment
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We have created a multi-discipline, multi-dimensional consulting team expressly suited to 

leveraging employees and other existing company resources into an effective ethics and 

compliance program. our consultants have extensive experience in human resources,  

engineering and management, as well as audit and the law.  We have subject matter experts 

trained in healthcare, organizational behavior, social psychology, statistics, logic, philosophy, 

theology, finance, law and business operations. 

 

our team encompasses recognized thought leaders as well as individuals who have managed 

ethics and business conduct functions in large, multi-national organizations. our experience 

includes work in every major industry with companies widely perceived as embodying best 

practices. 

We have served on the U.s. sentencing commission’s Advisory Group that revised those 

Guidelines in 2004, led the Ethics and compliance officer Association, and we have lead  

and organized more than fifty ethics and compliance best practice conferences worldwide.   

this unmatched level of experience helps us offer practical insight and cost effective 

recommendations for improvement.

 

ElG earns new clients and business primarily by its business reputation and the recommendations 

of its client base. Annually, the majority of our business is generated from clients who initiated 

relationships with us in prior years, and have asked us to do additional work for them.  We believe 

this is the single best indicator of the quality we demonstrate in all of our work and our obsession 

with client service. 

About NAVEX GlobAl

NAVEX Global is the trusted ethics and compliance expert for more than 8,000 clients in over 

200 countries – the largest ethics and compliance community in the world. A merger of industry 

leaders Elt, EthicsPoint, Global compliance services and Policytech, NAVEX Global provides a 

comprehensive suite of solutions to manage governance, risk and compliance (Grc), providing 

critical cross-program insights thorough unmatched expertise and actionable data.  

866-297-0224 | info@navexglobal.com | www.navexglobal.com
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Social Media 

Training
Effective training educates employees 

on appropriate use of social media in 

the workplace. Learn how social media 

is raising new concerns with respect to 

harassment training in our latest survey. 

View a Burst Learning video demo on 

social media to see how you can  

deliver short, impactful training  

to your employees.



SOCIAL MEDIA 
COMPLIANCE TRAINING

Contact Us
Schedule a live demonstration of our NEW Social Media training course and 
our short interactive Social Media Burst.

+1 866 297 0224    |    info@navexglobal.com    |    www.navexglobal.com
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Seize Social Media Opportunities While Protecting Your Reputation Online
Social media has changed the way humans interact and how businesses communicate. 
Seventy-two percent of employees spend at least some time on social networks during every 
workday. How your employees engage with these sites at work and after hours can represent 
significant risks for your organization. Training employees on appropriate online conduct raises 
awareness of potential missteps and is proven to lower the likelihood of misconduct that could be 
damaging to an organization’s reputation or disruptive to operations.

At the touch of a button your employees can post images, videos and other content on social 
networks all around the globe. Barriers to intentionally or inadvertently spreading damaging 
offensive, confidential, private or sensitive information are virtually non-existent. And once 
information is shared online, it is there permanently. Social Media at Work: Your Responsibilities 
educates your managers and employees about high-risk online behaviors, important rules, policies 
and some of their unique responsibilities. This course was carefully crafted to address significant 
legal developments and emerging trends.

Introduction 

In this segment, employees and managers learn about the need for social media training and become 

familiar with the challenges it can create in the workplace. They are also introduced to a broad definition of 

what social media is and the many different forms it can take.

Situation Modules

In the next four segments, learners will view situations depicting how employees and managers misuse social 

media and how they can avoid the same missteps. They will be challenged by quiz questions and receive 

guidance on adhering to social media laws and policies.

ONLINE TR AINING CURRICULUM 

Social Media at Work: Your Responsibilities

KEY CONCEPTS COVERED

• Definition of social media

• Importance of being thoughtful when posting

• Importance of transparency, honesty andintegrity online

• Obligations to comply with other workplace policies inonline interactions

• Importance of protecting confidential and proprietary information

• Consequences of improper use and disclosure of information

• Common manager pitfalls, including recruiting challenges

• Dealing with complaints related to online misconduct

• Rules relating to requesting employee social media passwords



14©2014 NAVEX GLOBAL ALL RIGHTS RESERVED. 2©2014 NAVEX GLOBAL ALL RIGHTS RESERVED. MARCH 2014

ABOUT NAVEX GLOBAL

NAVEX Global helps protect your people, reputation and bottom line through a comprehensive suite of 
ethics and compliance software, content and services. The trusted global expert for more than 8,000 clients 
in 200+ countries, our solutions are informed by the largest ethics and compliance community in the world. 

+1-866-297-0224 INFO@NAVEXGLOBAL.COM WWW.NAVEXGLOBAL.COM

Trusted Expertise

Our courseware is built on the experience of more than 1,000 attorneys at Littler, the world’s largest 

workplace compliance law firm. Every element is crafted to deliver rock solid legal content, meaningfully 

impact employee behavior, address the latest trends, create powerful legal defenses and withstand intense 

courtroom scrutiny.

COURSE DETAILS  
BANDWIDTH OPTIONS

 » High – full video/audio

 » Medium – still images with audio

 » Low – still images, text only

COURSE LENGTH

 » 20-25 minutes

HOSTING OPTIONS

 » Host on our robust and scalable learning 

management system

 » Host on your own standards compliant learning  

management system (AICC and SCORM)

CUSTOMIZATION OPTIONS

 » Feature your logo and color scheme

 » Include your company policies and confirm receipt via electronic certification

 » Include “Ask a Question” and reporting features

 » Include a multimedia introduction and conclusion from your key leaders

 » Custom completion certificate

 » Optional Q&A exercises and “Spotlight” screens to highlight your unique policies 

and procedures



SIX LESSONS THAT REDEFINE
FOCUSED COMPLIANCE TRAINING

Compliance training professionals often wrestle with how to 
cover a multitude of risks with finite budgets and limited seat 

time. But, all risks are not created equal and focusing on lesser priorities diverts attention and 
resources away from the biggest risks.

Data has revealed one category of risk is reported more often than all others combined. Charges 
and fines related to this category remain at all-time highs, calling into question the current 
approach to training on these issues. Left on the back burner, these risks could undermine a 
compliance program and expose an organization to legal or reputational damage.

The following six lessons will help you assess the focus of your compliance training program and 
formulate a strategy to tackle your biggest training risks.

Are your biggest risks sitting on the back burner?

INTRODUCTION

EXCERPT
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LESSON III

Strategies for Managing New Forms of              
Old-School Misconduct

Social media has altered everything about the way we 
work, interact, and stay connected. Just think back 
10, even 5 years ago. Things were different—really 
different.

Today, more than 75% of all employees have at least 
one social media account, according to a survey 
recently released by the Ethics Resource Center called 
National Business Ethics Survey of Social Networkers: 
New Risks and Opportunities at Work.

And that means it’s not just the youngest generation 
that is using social media. In fact, 72% 
of all social networkers are over the 
age of 30. Below are employee social 
network usage rates by age group:

of employees age 30-44

of employees age 18-29

of employees 45-63

In light of these statistics, it’s not 
surprising that employers are wrestling 
with employee issues that seem to 
be a product of this information age 
revolution. It’s also not surprising that 
when it comes to conduct employees 
continue to push the boundaries of 
what is appropriate and what is not.

What is the Scope of the Problem?

Social networking is here to stay. And the reality is 
that for many employers, managing social media risk 
is a bigger problem than anticipated. According to 
the ERC survey:

    72% of social networkers spend 
time each workday on social 
networking sites.

    28% of social networkers spend 
more than 1 hour per day on 
networks.

Most of the time employees spend on 
social networks is for personal reasons.

What Does Social Media 
Misconduct Look Like Today?

We don’t know how often and what 
percent of employees are engaging 
in online misconduct, but we do 
know that employees are spotting 
many different forms of online 
misconduct. Below is an excerpt from 
the appendix of the NBES Survey 
of Social Networkers detailing the 
observation rates of various types of 
social networking misconduct:

NEW FORMS OF OLD SCHOOL MISCONDUCT

81%
85% 
67%
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LESSON III

If you can imagine it, your employees have probably 
done it, said it, or messed with it online. And a quick 
search of the internet and popular networking sites 
will reveal a whole host of misconduct that you may 
not have even contemplated. Examples include:

• The manager who harassed an employee after 
learning that the employee had “liked” a social 
networking group called Two Dads.

• The manager who accidently sent out a picture 
of himself naked (waist down) to about 20 
employees. He was quickly terminated.

• The manager who accessed confidential 
customer data, and then sexted a customer. He 
too was fired of course.

• The barista who was fired after blogging about 
difficult customers.

• The group of Australian miners who were fired 
after they posted a video of them doing the 
Harlem Shake.

• The many and varied employees who mistreat 
and abuse products like food or packages, and 
then post the videos online.

• Or the politician, who just can’t stop sending 
raunchy photos and text messages, even though 
it’s devastating his public image, reputation  
and campaign.

Managing the New Reality

The challenges presented by social media are not 
entirely new; rather technology has merely provided 
employees and managers with a new vehicle for 
engaging in old school misconduct such as sexual 
harassment and discrimination. What has changed 
dramatically is the speed at which misconduct 
impacts others, and the scope of the harm that  
can occur.

Employers need to be more proactive and more 
vigilant than ever before if they want to mitigate risks 

STRATEGIES FOR MANAGING NEW FORMS OF OLD-SCHOOL MISCONDUCT

APPENDIX B: Observation Rate of Social Networking-Related Misconduct: NBES-SN

NBES-SN 
OVERALL

NON-WORK 
(NSNS) AND 
MODERATE 

(MSNS)  
WORK-DAY 

USERS

ACTIVE  
WORK-DAY 

USERS 
(ASNS)

Social Networking Interfering with Work Duties 29% 28% 37%

Sharing TMI (Too Much Information) 28% 27% 36%

Degradations About Company 13% 12% 17%

Degradations About Peers 10% 9% 16%

Posting Improper Political Statements 11% 10% 14%

Cyber-smearing (Defamation of a Person or Entity) 7% 6% 13%

Posting Improper Religious Statements 7% 6% 13%

Cyber-bullying (Hostile Communication Directed at 

or about an Individual)
5% 4% 12%

Posting Inappropriate Photos of Coworkers 8% 7% 12%

Breach of Employee Privacy 6% 5% 10%

Sexual Harassment 3% 3% 8%

Improper Profiling of Applicants or Customers 3% 3% 8%

Misuse of Company’s Confidential Information 3% 2% 6%

Breach of Customer Privacy 4% 4% 6%

Note: For definitions of ASN, MSN and NSN, see “Key Terms” on page 13.
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LESSON III

associated with social media use. Below you will find 
four suggestions for managing social media risk in 
your organization:

• Be Informed: The law and technology are not 
always in sync; the law often lags far behind. 
Practices that may be okay today may become 
big risks tomorrow if you don’t stay on top of 
changes in the law. And because social media 
is a global activity, it’s often important to be 
informed about international laws. A short 
sampling of U.S. laws and regulations that 
employers should be aware of include:

 » Federal Trade Commission 
(FTC) rules and regulations

 » Copyright, trademark, 
and intellectual property 
protections

 » Health Insurance Portability 
and Accountability Act (HIPAA)

 » Gramm-Leach-Bliley

 » SEC Regulations relating to 
insider trading

 » Anti-discrimination laws such 
as Title VII

 » Anti-harassment laws such as 
Title VII

 » The National Labor Relations Act

 » Whistleblower laws

 » The Stored Communications Act

 » The Computer Fraud Abuse Act

 » The Electronic Communications Privacy Act

• Be Realistic: Social media is here to stay. 
Employees no longer need your network or your 
equipment to access social networking sites 
while at work. They simply use their own devices. 
When you think about establishing and enforcing 
rules, be realistic about what is allowed,  
and enforceable.

• Be Prepared: Start with a really solid social 
media policy that reflects your organization’s 
culture, and is properly communicated (via 

training) and enforced. An effective policy and 
training will actually help curb misconduct—as 
confirmed by the ERC survey noted above. For 
some tips on how to develop a policy, check 
out the NAVEX Global Social Media Toolkit. In 
addition, develop a social media crisis response 
plan—so when you have to deal with something 
big, you can respond properly and quickly.

• Be Trusting: Most people are well intentioned—
they actually want to protect and improve their 
organizations. Employers need to let go a bit, 
and trust that the social networking community 

(which includes their employees) will 
impose some guardrails and help keep 
people in check, just like coworkers 
do in a more traditional workplace. If 
you want to seize the opportunities 
presented by social media, train 
employees about how to use it 
properly and productively to help your 
organization.

Harassment and discrimination 
remain pressing risks – not because 
policies and training are ineffective 
in addressing these issues, but rather 
because many employers fail to adopt 
policies and adequately implement or  
communicate training.

So if you are thinking, “good we already have a 
policy” – you should carefully evaluate how effective it 
is. An enormous gap may be undermining  
your efforts.

This 30-point gap suggests a big problem. And the 
problem is that a policy really isn’t much good if it’s 
not communicated to employees in a way that  
is memorable.

One thing is certain. Employees will make mistakes 
online. In some cases they will simply embarrass 
themselves, but some may cause damage to your 
reputation. The key is to not sit back and do nothing. 
Establishing clear policies and educating employees 
are proven methods for increasing sensitivity and 
awareness, curbing behavior, and ultimately reducing 
the likelihood of misconduct.

STRATEGIES FOR MANAGING NEW FORMS OF OLD-SCHOOL MISCONDUCT

• Only 43% of 
employees think 
their organizations 
have a social  
media policy

• While 73% of 
employers say they 
have a social policy 
in place.
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Executive Summary
NAVEX Global, the world’s largest provider of workplace ethics and 

compliance solutions, conducted a survey of 500+ ethics and compliance 

business professionals to identify trends in broader workplace harassment, 

discrimination and retaliation.  As some of the most pervasive, people-

driven risks facing employers today, prevention measures are also evolving 

to tackle these core compliance issues.

Key learnings from the Workplace Harassment Benchmark Survey are placed in context with 

broader industry and NAVEX Global research to arrive at the following important trends to watch:

1. Beyond a myopic focus on sexual harassment, retaliation continues to be a pressing  
risk for employers

2. Employers are not properly prepared to handle risks associated with employee use  
of social media 

3. Employers are rethinking harassment in general, the most common compliance risk 

4. Global and generational viewpoints will be important to tackle moving forward

Beyond a myopic focus on sexual harassment, retaliation continues  
to Be a pressing risk for employers

Key takeaway: Prevention efforts are an integral part of avoidance and risk mitigation.

Retaliation charges are still the most frequently filed claim (38.1%) with the EEOC (greater than 
even sex and race discrimination). Retaliation charge numbers have increased steadily over the 
past 15 years. 

Supporting the EEOC trend, an October 2012 NAVEX Global survey on Retaliation in 
the Workplace  concluded that retaliation claims will continue to be a vexing problem for 
employers. 

• 18% of respondents from the NAVEX Global Retaliation survey said they expect 
retaliation claims to rise in the next year, and a majority said their levels will remain the 
same as this year. 

Those numbers align with NAVEX Global’s March 2013 Workplace Harassment  
Benchmark research:

• 18% of survey participants saw an increase in retaliation complaints in the past 12 months.

• 16% saw an increase in bullying complaints in the past 12 months (where bullying is 
present, a culture of fear and silence is often established, resulting in low reporting rates, 
and bullying can be sited as a form of retaliation).

1

Rese aRch WhitepapeR

Workplace Harassment Benchmark Survey 

mailto:info%40navexglobal.com?subject=
http://www.navexglobal.com/
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haRassment tRaining evolved

In the face of strong retaliation trends in charge numbers and in litigation – and with increased regulatory and 
judicial focus on expanding protections for whistleblowers – employers are taking this risk more seriously and 
focusing on prevention.

• Training and employee communication efforts are critical; they help keep risk down and ensure a healthy 
culture of compliance and integrity.

• Most NAVEX Global Workplace Harassment Benchmark survey participants are taking multiple actions 
designed to help prevent retaliation. The most frequently-utilized measures include:

employers are not properly prepared to handle risks associated  
with employee use of social media 

Key takeaway: Employers should expect to see continued increase in complaints tied to social media use.

Social media use by employees (even during the workday) is here to stay.

• Users spend 700 billion minutes per month on Facebook according to usage statistics.

• Participants don’t need employer property to access social networks during the work day.

Social media presents new opportunities for old school misconduct like inappropriate discussions, harassment, 
bullying and even retaliation – and employers are already feeling the increasing risk.

• Courts recently upheld a $1.6 million verdict in favor of an employee with a disability who was harassed by 
co-workers on a blog outside the workplace. The employee reported the harassment but the employer 
failed to take effective action. The employer was found liable because it was aware of the harassment and 

didn’t stop it.1 

• In 2012, an employer paid $2.3 million to settle a lawsuit brought by the EEOC alleging sexual harassment 
and retaliation. A store manager allegedly sent sexually charged text messages to an employee who 
reported the harassment to her direct supervisor; that supervisor was then fired after reporting the 
incidents to the legal department.

• The Workplace Harassment Benchmark survey found that 6% of survey participants saw an increase in 
complaints via social media in the past 12 months

1 Social Media Takes Workplace Harassment To New Levels, Joan Farrell, JD, November 7, 2012, HR.BLR.com

OPEN 
COMMUNICATION

POLICY 
DISTRIBUTION

MONITORING 
ACTIONS

TRAINING AND 
AWARENESS

DISCIPLINARY 
MEASURES

65%

57%

50%

62%

56%

2
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Even given the risks, a significant 
number of employers have not  properly 
protected themselves  with simple but 
effective mitigation measures.

Employers are missing a huge 
opportunity to mitigate risk and set 
expectations with their employees. Two 
simple actions to enact:

• Have clear and detailed rules 
about what is appropriate, 
including limits on ‘personal’ 
activity that still has a material 
impact on the workplace. 

• Communicate the rules to employees with high-quality training. 

Absent a commitment to these simple fundamentals, risk will continue on its upward trajectory. 

employers are rethinking harassment in general, the most common  
compliance risk

key takeaway: Harassment, unlike other compliance areas, is one where all employees have the ability to create 
risk for an organization and dramatically impact culture. 

Even though 78% of survey respondents provide harassment training every year or every other year, employers 
should be asking themselves:

• If their current harassment training curriculum reflects today’s trends and issues?

• Whether it has been effective at changing behaviors?

• Whether it’s merely a check-the-box experience?

The numbers suggest that few employers have used AB1825 (the California law mandating sexual and other 
forms of harassment training for managers every two years)  to help inform their approach to training employees 
and managers. 

• In the years since AB1825 became law, employers have not evolved their training 
programs to reflect the gold standard California requirements. 

• HR professionals who responded to the Workplace Harassment 
Benchmark survey said that, as a result of AB1825:

 ` 23% improved training for employees and managers in California only

 ` 37% now provide up to two hours of training to all managers, regardless of location

 ` But for nearly 40%, no changes were made to their harassment program to align with California 
training mandates. 

63%
49%

32%

only 63% have a 
social media policy

Of those, fewer than half 
created policies specific 
to harassment & retaliation 
in social media platforms

only 32% of respondents
provide any training on 
preventing harassment and 
retaliation via social media

Basic mitigation 
of Social Media Risk

3

employeRs Rethink haRassment
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• Creating one approach to address harassment risk based on legal mandates and another where mandates 
do not apply is a high-risk decision—one that can backfire in litigation and when defending charges of 
harassment before the EEOC or state agencies. 

High-quality sexual harassment and general harassment training (not-check the box training) improves 
employee behavior. However, programs must be fresh and relevant to engage learners. New harassment trends 
that emerge must be addressed (i.e. social media); failing to cover new trends in training programs leaves a hole 
in an organization’s risk mitigation and culture efforts. 

gloBal and generational Viewpoints will Be important to tackle moVing forward

key takeaway: Messages and modes of delivery across generations and geographies will be necessary to fully 
address harassment risk, increase message retention and enact behavioral change.

Another important trend revealed by the Workplace Harassment Benchmark survey results is the growing 
importance of creating a global message of respect and intolerance for harassment.

• Harassment is not just a U.S. issue; employees around the globe are exposed to it routinely. And even 
though global laws may not be as mature as the US laws, or may not even be enforced, that does not 
make harassment tolerance acceptable. 

• U.S.-specific training does not address the issue appropriately for global audiences – scenarios should be 
relevant, cultural nuances are critical to address and in-language training makes a critical difference.  

• Also increasing in importance for compliance officers will be the ability to deliver the right local policy as 
part of localized training as the trend around combining policy attestation and training efforts continues 
to grow. 

40

so what hot trends are being covered in harassment training?

0

20
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80 Sexual orientation harassment 

Retaliation prevention

Gender identity harassment

Bullying

Veteran status harassment

Expression of personal opinions

Harassment via social media

Tablet computers and  
mobile devices
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• Harassment has devastating effects on culture, 
morale and employee productivity – wherever 
employees are located. Exporting this vital 
message around the globe is not only good for 
employees, it’s good for business. 

• The Benchmark survey revealed that, of 
employers with global employees, 58% are now 
providing harassment training to employees 
outside the US

• Employers are also starting to think differently 
about how they deliver training to their 
employees and managers:   

 ` Mobile learning is an area that is increasing in 
utilization – giving employers the power to deliver 
training when and how they want to, and to utilize 
shorter, more frequent training  to keep important 
messages top of mind for their employees. 

 ` 22% now offer some form of compliance training on 
mobile devices or tablets. 

 

About NAVEX GlobAl

NAVEX Global is the trusted global ethics and compliance expert for more than 8,000 clients in over 200  

countries – the largest ethics and compliance community in the world. NAVEX Global provides a comprehensive 

suite of solutions to manage governance, risk and compliance (GRC), providing critical cross-program insights 

thorough unmatched expertise and actionable data.

www.navexglobal.com | 1-866-297-0224 | info@navexglobal.com

mobile tRaining tRend emeRges

58%

22%
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Reporting and 

Retaliation
Social media has simplified global 

communication, but ease of use can 

result in a false sense of anonymity 

or lack of personal accountability. 

Harassment linked to social media is 

on the rise. Employers should make 

employees aware of how and when 

to report violations and address the 

issue of retaliation. You can learn more 

about retaliation risk in our Retaliation 

Survey report and learn how a Culture 

Assessment can investigate perceptions 

about retaliation in your organization.
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Mitigate skyrocketing whistleblower and retaliation risk
NAVEX Global’s Whistleblowing, Reporting and Retaliation course teaches employees why they 
should report complaints internally, and educates managers on how to properly handle complaints. 
Learners explore your organization’s specific reporting procedures, the obligation to speak up and 
the rules against retaliation.

New laws and recent cases have changed both the breadth and scope of whistleblower protections and 

retaliation claims. Dodd-Frank’s controversial bounty hunter program threatens internal reporting systems, 

incenting employees to report directly to the government. The U.S. Supreme Court has been actively 

expanding retaliation protections, which is already the number one claim filed with the EEOC. Our training 

course can help your organization to mitigate these risks and establish powerful legal defenses.

ONE COURSE—THREE POWERFUL TRAINING SEGMENTS

• Part One educates managers and employees on the importance of making an internal complaint. 
Delivered in a familiar television news show format, this section puts lessons into a vivid, real-world 
context, teaching employees how and when to speak up, and about the rules against retaliation.

• In Part Two, managers will explore their special responsibilities with an interactive news challenge, 
sharing information, earning rewards and keeping notes along the way. Managers learn how to spot 
and properly respond to a complaint, and how to prevent and address suspected retaliation. 

• Part Three highlights your whistleblower and retaliation policies with our innovative Policy in Action™ 
tool. Learners search your policies to find answers to your custom interactive questions.

COURSE DETAILS

ONLINE TR AINING CURRICULUM

Whistleblowing, Reporting & Retaliation 

Bandwidth Options

 » High – full video/audio

 » Medium – still images with audio

 » Low – still images, text only

Course Length Options

 » 45-50 min. manager-only course

 » Basic 25-30 min. course for both employees 

and managers

Hosting Options

 » Host on our robust and scalable LMS

 » Host on your own standards-compliant LMS 

(AICC and SCORM)

Customization Options

 » Feature your logo and colors

 » Include your policy and confirm receipt via 

electronic certification

 » Include ‘Ask a Question’ and reporting features

 » Include a multimedia introduction and conclusion 

from your key leaders

 » Custom completion certificate

 » Add your organization’s custom information to each 

course segment with a variety of screen options
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ABOUT NAVEX GLOBAL

NAVEX Global helps protect your people, reputation and bottom line through a comprehensive suite of 
ethics and compliance software, content and services. The trusted global expert for more than 8,000 clients 
in 200+ countries, our solutions are informed by the largest ethics and compliance community in the world.

+1 866 297 0224 INFO@NAVEXGLOBAL.COM WWW.NAVEXGLOBAL.COM
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Whistleblowing, Reporting and Retaliation Basics for Managers & Employees

 » Employer reporting policies and procedures

 » The obligation to make an internal report

 » What should be reported?

 » How to seek advice and guidance

 » The benefits of internal reporting

 » The protection against retaliation 

Whistleblowing, Reporting and Retaliation - Managers Only

 » How to create a work environment that is receptive to reports of suspected misconduct

 » How to spot a complaint

 » How to properly respond to a complaint

 » When to escalate a complaint to an internal resource

 » The manager’s role in an internal investigation

 » The strict prohibition against retaliation

 » Tips for preventing and addressing suspected retaliation 

Unmatched Content by Top Legal Experts

Our courseware is built on the experience of more than 800 attorneys at Littler, the world’s largest 

employment law firm. Developed in close partnership with their Whistleblowing & Retaliation Practice 

Group, every element of our training is crafted to deliver rock solid legal content, meaningfully impact 

employee behavior, address the latest trends, create powerful legal defenses and withstand intense 

courtroom scrutiny.



Organizations today are often 

hampered by poor coordination and 

communication between functions that 

are essential to proper management of 

compliance risks. As issues such as social 

media use put compliance efforts in the 

spotlight, organizations must evolve their 

approach to compliance and break down 

traditional silos. A more holistic approach 

to risk mitigation will result in a more 

effective program.

A Comprehensive

Approach
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As 2013 comes to a close, it’s time once again to step back, review the past year and identify key 
trends with an eye towards planning for the year ahead. 

To help, we’ve asked industry experts, our colleagues at NAVEX Global and ethics and compliance 
officers from across our more than 8,000 clients to identify key events and topics from 2013 that 
will likely have an impact on ethics and compliance in the months ahead – and what you can do  
to prepare. 

Once again, third party risk tops our list for 2014 – and it’s number one again for several reasons:

• Baseline screening of all your third parties, along with enhanced due diligence have become 
the “new normal.” The public – including investors, but also employees and consumers - are 
increasingly demanding transparency and corporate social responsibility throughout the 
manufacturing and distribution process. 

• Tragedies, such as the Rana Plaza factory collapse in Bangladesh, galvanize public opinion and 
human rights organizations worldwide to keep up pressure – especially on retailers  
and manufacturers.

• The most recent figures from the U.S. Department of Justice (DOJ) show that over 90 percent of 
its anti-corruption actions involved a company’s use of third parties.

• The proliferation of guidelines and requirements is accelerating. Consider, for example, the 
OECD’s Due Diligence Guidance for Responsible Supply Chains of Minerals from  
Conflict-Affected and High-Risk Areas.

• One sign that the new normal is here to stay: the Wall Street Journal reported that, sensing 
continued demand, “more than a half-dozen universities have recently introduced undergraduate 
majors, M.B.A. concentrations and even entire degree programs dedicated to… global supply-
chain strategy.”

• To underscore the need for action, a recent survey conducted by NAVEX Global found that only 
36 percent of respondents track information on their most critical third party relationships and an 
additional 35 percent do not track third party information at all.

• Finally, in an independent 2013 study of more than 300 ethics and compliance senior executives 
conducted by a global market research firm for NAVEX Global, more than 25 percent of 
respondents indicated that their budget to address third party risk would grow by 20 percent or 
more in 2014 – the fastest growth area of all ethics and compliance solutions.

RESEARCH WHITEPAPER

Top Ten Ethics & Compliance Predictions and Recommendations for 2014

1 Third party risk – still the ethics and compliance ‘Achilles heel’
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Every company, and especially those with global supply and distribution networks, needs to assess the 
adequacy of its third party risk management systems. Unfortunately, many companies are inconsistent in their 
application of standards or they rely on manual processes that are time consuming, difficult to audit and lack 
the ability to be benchmarked for industry comparisons. 

Given the pressures placed on organizations to know and understand the risks posed by all their various – 
often thousands – of third parties, in the coming year it’s prudent for companies to consider implementing 
a system with standardized questions for third parties together with automated systems for processing 
responses, generating auditable reports and flagging third parties that require follow up attention. In 
addition, companies should also consider the following steps:

• Assign managers within your organization with the responsibility to ensure that third parties are 
aware of their responsibilities and your expectations.

• Make your code of conduct available to third parties and consider ways that you can assist your 
business partners in developing or accessing relevant training and other ethics and  
compliance resources.

• Collect due diligence results about your third parties from across your organization for review 
and ongoing assessment.

• Ensure that you’re continuously monitoring your third parties for red flags; there’s no credit given 
for an issue found the day after you performed your due diligence.

• Do a baseline assessment of all third parties (entity identification, financial background checks, 
sanctions and watch lists checks, media and reputation audits, adverse affiliations or involvement 
with politically exposed persons (PEPs), and then concentrate more intensive diligence on those 
organizations presenting higher levels of risk.

• Be specific in contracts regarding ethics and compliance requirements and ensure that your 
contracts allow you to periodically audit third parties on a schedule of your choosing. 

• Have a specific process for onboarding third parties as part of potential merger and  
acquisition activity.

• Hold third parties accountable if they do not meet their responsibilities. 

In recent years there has been dramatic change to the global anti-
corruption landscape. While the U.S. FCPA and the U.K. Bribery Act are 
well known, at least 26 countries have their own anti-corruption laws and 
nearly all of them include some degree of extraterritorial jurisdiction, 
which means their laws can apply to individuals who are resident in the 

jurisdiction but commit acts of bribery elsewhere. And, while there is no international anti-corruption law or 
standard, more and more countries are modeling their laws and/or are agreeing to abide by international 
conventions including the OECD Anti-bribery Convention and the United Nations Convention against 
Corruption. We have also begun to see novel approaches to combatting corruption such as the website 
launched by Kenyan’s President Kenyatta to allow citizens to anonymously report bribes.

The result of all this activity is that the global business landscape is now covered by a quilt of overlapping 
anti-corruption and bribery standards, many of which have subtle and not-so-subtle differences as to how 
they interpret what is an offense, who is liable, the penalties for offenses and what are the  
prescribed defenses. 

2 Navigating the myriad anti-corruption and bribery laws
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The good news is that increasingly, national laws and global standards are converging on one common 
defense for organizations. Like the U.S., the U.K. includes language that encourages organizations to create 
policies and procedures to prevent corruption. Similarly, in Italy and Portugal, an organization can reduce 
penalties if it can prove that an employee acted contrary to established corporate rules. And in Russia, the 
law has been updated to require companies to put in place anti-bribery procedures. 

The value of being proactive was evident earlier this year when Ralph Lauren Corporation was not prosecuted 
after FCPA violations were uncovered in the Argentinian operations. From the SEC press release:

In light of these developments on the anti-corruption front, it is vitally important that all organizations 
are familiar with the relevant laws governing their operations wherever they do business – and that they help 
employees and business partners navigate the terrain and know where to go to get answers. In addition, the 
best defense is to be proactive in assessing risks, and to create an ethics and compliance program that treats 
anti-corruption and bribery as a key risk area through:

Though the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd Frank) was passed 
three years ago, the definition of ‘whistleblower’ under the law is still working its way through the courts. 
An appeals court ruling in 2013 (Asadi vs. GE Energy) reversed earlier rulings and narrowed the court’s 
interpretation of who is entitled to ‘whistleblower’ protection. This and other related rulings could 
discourage employees from bypassing their company’s internal reporting channels to go directly to the 
government. But if the court ruling is reversed, more employees may instead be encouraged to ‘go external,’ 
making them eligible for lucrative bounties, and potentially undermining our in-house efforts to  
address wrongdoing.

In a related development, we’ve seen the rewards for external reporting continue to increase. In October, 
the SEC announced that it had given a $14 million award to a single (anonymous) whistleblower whose 
information led to an enforcement action by the commission. 

The SEC took into account the significant remedial measures undertaken by Ralph Lauren 
Corporation, including a comprehensive new compliance program throughout its operations. 
Among Ralph Lauren Corporation’s remedial measures have been new compliance training, 
termination of employment and business arrangements with all individuals involved in the 
wrongdoing, and strengthening its internal controls and its procedures for third party due 
diligence. Ralph Lauren Corporation also conducted a risk assessment of its major operations 
worldwide to identify any other compliance problems. Ralph Lauren Corporation has ceased 
operations in Argentina.

• Codes of conduct

• Policies

• Oversight

• Communications

• Training

• Internal reporting systems

• Investigations

• Audits

• Monitoring

• Consistent follow-up when problems
are discovered

3 Whistleblowing and retaliation: both on the rise
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These trends bear watching, but it is important to remember that Dodd Frank isn’t the only government 
language incentivizing whistleblowers to report outside their organization. Protections under the False 
Claims Act (FCA) and other industry-specific safeguards also offer rewards for external reporting. In 
November 2013 we saw a jaw-dropping $167.7 million award – one of the largest whistleblower awards in U.S. 
history – given in a pharmaceutical case under the FCA. It will be divided among an unspecified number of 
whistleblowers in three states.

Regardless of how the legal landscape shakes out, from a practical perspective, employers should ask 
themselves what they can do to both help insulate their organizations from whistleblower claims, as well as 
continue to encourage early, internal reporting.

Retaliation continues to be a huge issue for organizations to address. It remains the top charge levied by 
the EEOC and has retaliation claims have more than doubled between 2007 and 2012. We’ve conducted our 
own research on how retaliation claims are handled and those findings show that 35 percent of executives 
or high performers are merely “coached” after they engage in retaliation, as opposed to “fired,” “penalized” 
or subjected to other disciplinary action. To combat this, seventy-four percent of respondents to our survey 
viewed training and awareness programs as most effective in minimizing retaliation claims. 

Last year we encouraged organizations to be on the lookout for a new form of retaliation: whistleblower 
retaliation using social media. While there is no definitive study yet on how prevalent this new form of 
retaliation may be, we are encouraged to see a number of companies being proactive and adding language 
to their Codes and policies as well as creating training that addresses the topic. 

A recent study conducted by the Ethics Resource Center uncovered a fascinating but puzzling connection 
between active social networking and retaliation. According to the study, “the more active the social 
networker, the more likely they are to encounter ethics risks (witness misconduct, feel pressure to 
compromise standards, and experience retaliation for reporting misconduct)” It appears that, not only 
will social networking be a vehicle for retaliation, but those using social networks may be more likely to 
experience retaliation.

Key steps for organizations to take include:

• Continue to communicate to employees about their duty to speak up, but also take 
the time to explain and de-mystify how the reporting process works.

• Assure employees that the company will follow up on their concerns and will 
enforce a policy of no tolerance for retaliation.

• Publish sanitized examples of reports and the company’s response to demonstrate  
the process.

• Train managers on their role in maintaining an open culture without fear of 
retaliation (including monitoring for peer-to-peer retaliation).

• Create a centralized system to track and investigate claims of retaliation.
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After a lengthy investigation, 2013 saw a record-breaking U.S. $1.8 billion insider trading penalty levied 
against the hedge fund, SAC Capital Advisors. The case was the most publicized example of a trend that has 
been on-going for several years; the last four years have seen the U.S. Securities and Exchange Commission 
(SEC) file more insider trading actions than in any comparable period in its history.

Ethics officers too often make the mistake of thinking that the risk of insider trading is limited to “a handful 
of corporate insiders” or only applies to publicly traded companies. If your employees have access to 
information about any company – their own, a business partner, a supplier, a customer – and that information 
is not yet public and could impact share price, then they are an insider trading risk. If they trade on that 
information or leak it to someone else, they’ve crossed the line. It’s hard to imagine any company of any size, 
public or private, that doesn’t have this type of exposure. And, given that governments have made insider 
trading an enforcement priority, it’s clear that you really need to get ahead of this risk in 2014. 

• Updating your Code of Conduct and policies is a good first step, but, as with any risk area, the 
next step is to identify employees who might be at heightened risk. And remember, these 
employees don’t have to be ‘insiders’ or executives to be exposed. Employees in purchasing or 
supply chain management, legal or accounting may be especially well positioned to hear about 
material, inside information regarding your company or other companies. 

• Once you’ve identified the high-risk employees, provide additional training to them. You may 
even want to consider requiring annual acknowledgement that they understand and abide by 
your insider trading policy. 

• Don’t forget to also be on the alert for third parties who have access to your company’s 
information. If a supplier is dragged into an insider trading investigation it may implicate your 
employees and, even if it doesn’t, it can still damage your organization’s reputation – and, ergo, 
the bottom line. 

Finally, and perhaps the most important lesson from the SAC case is that for the first time since the 
indictment of Arthur Andersen in 2002 – which destroyed the firm and penalized thousands of innocent 
employees – the government once again seems willing to hold organizations culpable. In the SAC case, 
no one, at least so far, is going to jail; the finding was against the organization. Prosecutors pointed 
to “institutional failures” and they announced that they are once again willing to seek indictments of 
organizations despite the impact on employees and others who may have had nothing to do with  
the wrongdoing. 

It may be time to dust off your copy of the U.S. Sentencing Guidelines for Organizations. 

When ethics and compliance officers are asked to list their biggest worries, “privacy” is always near the 
top of the list – and for good reason. The nature of privacy concerns and the perceptions of employees 
and others are changing so rapidly that it is hard to keep pace. And, the range of topics that fall under the 
general heading of ‘privacy’ make up their own Top Ten list of issues to tackle in the coming year, which 
certainly includes the following:

I. Securing helpline and investigation data. This is especially critical in jurisdictions including the 
E.U. that have imposed strict data privacy and security requirements.

4 Insider trading and the return of organizational culpability

5 Privacy issues come with their own Top Ten list
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II. Employee use of company technology for personal use. Most companies have 
now shifted to a more realistic policy that allows employees to use company email 
and the internet for limited personal use. But while the policy has changed, knowing 
how to enforce it and establish limits is still a challenge.

III. Social Media policies. Many companies have added such policies in the last year or so, but 
employees are still often unclear about their responsibilities if they see what they believe to 
be information about the company that is either wrong or damaging. Should they respond? To 
whom should they report the matter? With social media technologies rapidly evolving (think 
Instagram), and with the line between work and personal life continuing to blur, employees are 
also often unclear where the boundaries lie between acceptable and unacceptable behavior. 
Policies need to be brought to life with compelling and contemporary training.

IV. Surveillance of employees. Software, cameras and GPS tracking devices are all 
ways companies can monitor employee use of technology and their productivity, 
but at what point do the methods go too far and create an obtrusive, Big Brother 
work environment?

V. Maintaining secure and confidential company information. Sharing passwords, using 
unauthorized storage devices and moving materials off-site create challenges for security experts 
and expose confidential company information to inadvertent loss, theft and hacking. Companies 
that have a bring-your-own-device policy as well as those using cloud technologies may have 
additional security issues. Safeguarding customer information may be the biggest potential 
privacy risk area, especially for retailers. 

VI. Technology transfers. Inappropriate transfers can be a serious compliance 
breach when it involves transmissions to recipients or countries that have not been 
adequately vetted. And, as the data privacy laws across the globe continue to 
mature and evolve, it will be critical for companies to stay abreast of  
competing mandates.

VII. Competitive technology. The internet is full of low cost devices that can turn anyone into James 
Bond. Do your employees know how far they should go to gather competitive intelligence? And 
is your own organization secure against the prying eyes of others?

VIII. Recruitment and promotion ethics. Is there a limit to how far a company should 
go in screening prospective employees? Is it appropriate for employers to use 
personal information that they gather from social media when making employment 
decisions? Should the latest photos you posted to Facebook limit your prospects  
for a promotion? 

IX. Personal information. Does your company have a policy on what personal information it will and 
will not collect? If you conduct drug testing, is there any prohibition in place on collecting and 
storing samples or using the samples to conduct genetic screening? 

X. Social responsibility. Revelations of government eavesdropping drew intense 
criticism from activists and shareholders over companies’ level of cooperation. If you 
are in the high-tech or communications industry are you prepared to articulate your 
company’s position on privacy and government surveillance?
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Get ready for major changes in how companies document and communicate their 
standards and policies. After years of discussion, we seem to have reached a “tipping 
point.” In increasing numbers, companies are now starting to make better use of 
technologies to revamp how they develop, design and distribute their Codes of Conduct 
and how they manage their policies. For many it’s become clear that the time has come 

for the typical corporate Code to be placed on the shelf along with paperback copies of thesauruses and 
bound volumes of encyclopedias. 

Rethinking the design of the Code from the user’s point of view is the first step to repositioning the Code as 
a meaningful portal for employees. It should not only provide links to policies, but also engage the user with 
video and Burst Learning vignettes, inform them with infographics and examples, – all the while simplifying 
the interface. The new approach transforms the Code into a tool for awareness and training that is actually 
used by the employee when they have a question – which is when they are most open to learning – and saves 
valuable employee and management time in the long run. 

Once it’s integrated with a platform that includes searchable policies and training resources, the Code 
itself can be greatly simplified from a wordy document of “dos and don’ts” to a brief, high-level summary of 
principles and aspirations. It is also easier to update on a regular basis, and becomes a cornerstone asset to 
elevate visibility around the overall ethics and compliance program.

Lean, linked and integrated Codes may not be right for every company at least not yet but look for elements 
of this new approach to become available and more common in the year ahead. 

The spirited debate over Sheryl Sandberg’s and Nell Sovell’s book Lean in – Women, Work and the Will to 
Lead was clear evidence last year that gender and corporate leadership still remain contentious issues. 

While the debate on strategies and leadership styles continued in 2013, unfortunately progress toward 
breaking the glass ceiling seems to have stalled. Less than 5 percent of Fortune 500 companies have a 
woman at the helm, and only 14 percent of executive officer positions at these companies are held by women. 
At the highest levels of the American workforce, less than 20 percent of the top leadership jobs are held by 
women overall, according to a new national study, Benchmarking Women’s Leadership in the United States.

The similar lack of progress in Board representation has led California, the city of Philadelphia, the European 
Commission, Norway, India and others to increase pressure on corporations to add more women to boards. 
It’s likely that such government actions will become more common in 2014. 

On the positive side, there was some evidence that 2013 may have been the year that perceptions of women 
leaders began to turn a corner. We note that stories about newsmakers including Janet Yellin at the U.S. 
Federal Reserve, Christine Lagarde at the IMF, Mary Jo White at the SEC, as well as CEOs Mary Barra at GM, 
Meg Whitman at HP, Virginia Rometty at IBM, Patricia Woertz at ADM and Marissa Mayer at Yahoo were, for 
the most part, about their policy decisions, experience, mistakes and achievements – and not about their 
gender. It’s a subtle change, but one worth noting.

Also of note, while women hold only one in eight of the executive and board positions in California’s top 400 
public companies, an annual UC Davis study shows incremental progress -- the percentage of women in 
these top decision-making posts has increased, and the number of companies with no women executives 
and board directors at all is dropping.

6 The arrival of next generation Codes & communication strategies

7 Have perceptions of gender and leadership turned a corner?
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Looking ahead, another development to watch is the already large and growing percentage of women 
in ethics officer positions. According to the Society for Corporate Compliance and Ethics (SCCE) the 
percentage of their members who are women is approaching 60 percent. This could have interesting 
ramifications for our profession and is an area worth studying. We encourage our readers to work with 
industry associations and think tanks to research this trend and its consequences. 

Leadership has always been vital to defining organizational culture and setting a positive, productive tone. 
In the absence of such leadership – or worse – when leaders seem dysfunctional, employees and others 
become more and more cynical and disengaged. 

For the last twenty years, NAVEX Global’s advisory team, the Ethical Leadership Group (ELG), has conducted 
employee focus groups to assess perceptions about leadership, culture and ethics. Over the years we’ve 
heard employees express doubts about their leaders’ understanding and commitments to values and 
ethics. One common theme is that leaders give lip service to ethics while continuing to apply pressure 
to meet goals and “do whatever it takes.” Another is that the ethics message gets lost as it travels down 
through the organization and that the “tone in the middle” is quite different from the “tone at the top.” As 
a result, employees often confide that they feel their leaders are being hypocritical when speaking about 
ethics and – as a result – employees “tune them out.” 

Reiterating that lack of trust, less than one in five respondents in the 2013 Edelman Trust Barometer 
believe a business or governmental leader will actually tell the truth when confronted with a difficult issue.

Picking up on these themes, a recent Forbes article, A Crisis of Leadership – What’s Next? argued that 2013 
was a particularly bad year for perceptions about leadership. There were far too many examples in politics 
and beyond of finger pointing and passing the buck. In fact, the author makes the case that we’re in the 
midst of a crisis so profound that we’ve “forgotten what leadership looks like.” If true, the consequences go 
beyond politics and may even affect our perceptions of leadership in general, and in our organizations. A 
leadership vacuum and the resulting rise of cynicism can impact organizations and undermine our efforts to 
build effective ethics and compliance programs. 

Some questions to consider:

• Are there discernible differences between men and women’s approach to 
business ethics, especially with respect to management style, collaboration and 
communication?

• Is there evidence that the ethics office has become the new HR – a safe place to 
park female high-achievers, while keeping them off the CEO track?

• Is there pay equity between men and women who hold comparable ethics and 
compliance positions? Is their clout also comparable as measured by title or level in 
the organization, to whom they report and who comprises their in-house network?

• Are there any identifiable differences between how employees view the ethics 
and compliance function if it is headed by a man or a woman? Are the findings the 
same in all industries? In all countries?

8 Refocus on the importance of leadership and culture
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PWC’s third annual State of Compliance Survey found that ethics officers are under increased pressure 
to provide evidence of program effectiveness and ROI. And yet, according to a study conducted by 
Compliance Week and Deloitte, 30 percent of compliance executives say that they make no effort to 
measure their program’s effectiveness and those that do often assess separate components of their 
programs and struggle to get a clear picture of the effectiveness of the program as a whole. 

The inability to demonstrate a clear ROI can leave disconnects between ethics professionals and senior 
leadership. In a recent video from NAVEX Exchange, a peer-to-peer online learning resource for senior 
executives, one executive explained the problem this way: “In our view, compliance professionals believe 
that their programs are adding more value than executives in their organizations realize.”

Proving the ROI for ethics and compliance has always been a challenge, but with tight budgets and increased 
scrutiny from regulators and Boards, the importance of making a compelling business case for ethics is more 
critical than ever. NAVEX Global survey data shows that, despite the external validation that strong internal 
programs are necessary, budgets remain relatively flat (40 percent of respondents said budgets would 
remain flat in 2014; another 40 percent showed that they would increase less than 10 percent). Meaningful 
measurement of program effectiveness will be even more important, and compliance officers will continue to 
need to do more with less.

Our discussions with executives have revealed some common mistakes to avoid in the coming year as well as 
some possible solutions to consider:

Common mistake: Allowing the ethics and compliance function to be labeled as the “people who say ‘no’” 
or the “sales prevention police.” 

Solutions: 
• Take an active role in repositioning and even selling your program as an ally that assists 

managers to reduce and manage risks, helps them work more efficiently by building 
teamwork and creates a culture that identifies problems before they become  
costly mistakes. 

• Emphasize and demonstrate the role of the ethics and compliance office in being 
proactive and identifying emerging risks, especially those that may be consequences of 
the organization’s strategic plans.

While it’s good advice any year, 2014 may be an especially important time to pay 
attention to ethical leadership:

• Conduct a candid examination of the how your employees perceive company 
leadership at the top and the middle.

• Work with leaders to be sure they understand how their words and actions are 
being interpreted and what they can do to combat cynicism and the perception  
of hypocrisy.

• ELG’s focus groups have identified one additional recommendation: employees 
appreciate unscripted face time with their leaders. For many there’s still nothing 
better than “managing by walking around.”

9 Proving the ROI of ethics and compliance
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Common mistake: Providing reports and metrics to Boards and executives that portray ethics and 
compliance as a limited function; for example, reports that present a piecemeal picture or seem to reduce 
the scope of the office’s function to counting and tracking helpline calls or collecting annual  
code certifications. 

Solutions:
• Spend time identifying new metrics to measure how well the organization’s specific risks 

are being addressed so that the compliance function can be appreciated as supporting 
the organization’s strategic goals and risk management processes.

• When supplying metrics, always include context – how the data compares to industry 
norms or how the data is trending over time. 

• Avoid the trap of delivering multiple metrics that measure distinct program elements 
without the ability to show how the various elements add up to an effective whole. 
Remember: if presented in a silo, data can be meaningless; integration and context is 
critical. For example, link data on the frequency of helpline call topics to the delivery 
of training on those topics. Or, demonstrate the effectiveness of your third party due 
diligence efforts by showing improvements in your supplier compliance audits.

• Share these metrics one-to-one with the executives of the affected organizations to 
discuss potential trends in their departments and collaborate on ways to address any 
developing concerns. 

• Ensure that ethics and compliance data sources are combined to get the most accurate 
picture of risk. For example, understand how the hotline/case management reports 
interplay with policy updates and training that needs to occur to minimize emerging risks.

Common mistake: Assuming that the Board and executive team fully understand the changing ethics and 
compliance landscape and their oversight responsibilities.

Solutions:
• Understand the importance of “managing up.” Identify and leverage key executives who 

can champion your program and influence their peers.

• Develop and deliver targeted training for your Board and executive leadership tailored 
to their specific roles and responsibilities as well as the unique risks their actions – or 
inactions – could bring to the organization.

• Data is critical here. Your organization already collects significant amounts of data about 
your ethics and compliance activities. Be sure you have a system in place to aggregate this 
data and demonstrate the trends that are important for senior management to know  
and address.

PREPARING FOR THE WORST IS THE BEST ADVICE TO ENSURE IT NEVER HAPPENS 

Since they were first used in 2000, the U.S. DOJ has disclosed 257 Deferred Prosecution Agreements (DPAs) 
and Non-Prosecution Agreements (NPAs). These agreements allow prosecutors to require corporate reforms 
and penalties in exchange for delaying the filing of charges with the opportunity to avoid charges altogether 
with satisfactory completion of agreed upon requirements. 

In 2012, the DOJ entered into a record 37 agreements. While the pace of such agreements by the DOJ has 
slowed a bit in 2013, other enforcement bodies have now begun using them. The DOJ’s Antitrust Division 

10 Expanding use of DPAs and NPAs
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entered into its first DPA in February, settling with the Royal Bank of Scotland. The U.S. Attorney’s Office for 
the District of Puerto Rico also signed its first DPA with LLC Wholesale Supply. In April, the SEC used an NPA 
for the first time in its settlement with Ralph Lauren in an anti-bribery case centered on illicit payments in 
Argentina. Also in April, DPAs were created for the first time in the United Kingdom, under the U.K. Crime 
and Courts Act 2013. The British version will be applicable only to economic offenses, such as fraud, money 
laundering and bribery and the government still must finalize guidance on the process before they go into 
effect, probably in 2014. 

And in healthcare, the Corporate Integrity Agreement (CIA) has been a similar enforcement tool used by the 
Office of the Inspector General of the U.S. Department of Health and Human Services since the late 1990s.
The use of such agreements has had its critics over the years, with some arguing that they are applied 
inconsistently, that key details included in the agreements have not always been readily available – thus 
limiting their potential positive impact as “teachable moments” for other organizations – and that they may 
be sending the wrong message by letting some wrongdoers off the hook. 

On the other side, these agreements are typically quite costly to implement, often requiring the use of 
expensive third party monitors that can be disruptive to the organization and are viewed as difficult to 
challenge. Further, these agreements have very tight timelines for actions such as implementing extensive 
training and ongoing reporting to government agencies, which diverts significant high-level resources into 
management of the agreement. 

But in spite of the criticisms and implementation challenges, the expansion of the use of DPAs and NPAs in 
2013 is a clear signal that they are here to stay.

Co-directors of enforcement for the SEC agree: “We recognize that insisting upon admissions in certain 
cases could delay the resolution of cases, and that many cases will not fit the criteria for admissions,” Andrew 
Ceresney and George Canellos outlined in a letter to SEC staff.“ For these reasons, no-admit-no-deny 
settlements will continue to serve an important role in our mission and most cases will continue to be 
resolved on that basis.”

While the chances of being the target of a government investigation and agreement are still relatively 
low, the fear of it – even as a distant possibility – has focused the attention of many organizations who are 
preparing for the worst case scenario. Interestingly enough, it turns out that preparing for the worst may be 
the wisest course to ensure that the worst will never happen. 

Additionally, we have seen from recent DOJ and SEC announcements around DPAs and NPAs that a paper 
program is no longer acceptable. More components and robustness are expected around specific ethics and 
compliance program requirements in order to qualify for the benefits that DPAs and/or NPAs allow. In many 
ways, these agreements provide a blueprint of regulators’ expectations when it comes to effective ethics and 
compliance programs.

One approach to prepare for the worst is to conduct a “stress test” or an assessment to determine how the 
program would survive a government or third-party review. Such a test will help to develop a prioritized list 
of opportunities for improvement and result in a plan to engage leadership and other corporate functions to 
proactively address gaps.

At a minimum, the stress test should include a review of:

• The existing – or a new – ethics and 
compliance risk assessment

• Standards, policies and procedures

• Oversight, structure and leadership

• Alignment with HR practices

• Communications and training

• Reporting and response

• Monitoring and assessment

• Culture
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As a bonus, a stress test will also help organizations identify and collect program documentation, which is 
often scattered throughout the company – not only in the ethics and compliance office but also in HR, audit, 
security, legal and elsewhere. Without clear and complete documentation it may be difficult to prove what 
program elements you have in place and what steps you’ve taken. But, if the worst happens, that is precisely 
what you’ll need to do – so always best to be prepared.

Conclusion

At NAVEX Global, we rely on the insights we gain from research and from continuous discussions with 
our 8,000 clients – the largest ethics and compliance community in the world. We will continue to provide 
thought leadership, facilitate open dialog and encourage the sharing of best practices to grow and 
strengthen the ethics and compliance function. Our experience tells us the best insight and the most 
valuable advice comes from conversations with our clients. In the year ahead, we urge you to join the  
NAVEX Global conversation. Participate in our webinars, visit with us at conferences, join our email and 
newsletter lists and let us know what you see as emerging trends and challenges – and how we can help. 
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•	 Interview	3-5	senior	leaders	and	subject	matter	experts	to	allow	our	consultant	to	gain	
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FrAmework review: whAt to expect

•	 Consult	with	the	internal	lead	regarding	ethics	and	compliance	program	elements,	
goals,	opportunities	and	challenges

•	 Produce	a	written	summary	report	with	findings	and	recommendations	formatted	in	a	
way	to	help	easily	develop	your	work	plan	(a	post-visit	deliverable)

Our Distinctive Approach
ELG engagements are tailored to meet each client’s culture and challenges. Everyone says this – 

but it is our hallmark and our clients will attest to it. we work carefully with clients at every step of 

the Framework review to ensure that the process and the deliverables are practical, high-quality 

and address key concerns.

Standards in the ethics and compliance field are evolving rapidly, and many differ from industry to 

industry. we believe the consulting approach should be different too. Deploying inexperienced 

consultants — no matter how bright — is not our approach. ELG offers only experienced 

consultants and former ethics officers who offer actionable, carefully calibrated insights.

Our team has:
•	 Started	and	managed	ethics	and	compliance	programs	for	major	corporations

•	 Served	as	U.S.	Department	of	Justice	attorneys

•	 Served	on	the	U.S.	Sentencing	Commission’s	Advisory	Panel

•	 Acted	as	corporate	monitors	on	behalf	of	the	U.S.	government

•	 Conducted	assessments	on	behalf	of	the	U.S.	Department	of	Defense

•	 Led	the	Ethics	and	Compliance	Officer	Association

For more information about individuals within the Ethical Leadership Group, please visit the 

NAVEX Global web site.
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NAVEX Global is the trusted ethics and compliance expert for more than 8,000 clients in over 

200 countries – the largest ethics and compliance community in the world. A merger of industry 

leaders ELT, EthicsPoint, Global Compliance Services and PolicyTech, NAVEX Global provides a 

comprehensive suite of solutions to manage governance, risk and compliance, providing critical 

cross-program insights through unmatched expertise and actionable data.  
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Note: This process is not a 
comprehensive external 
Program Assessment, but 
is designed to help program 
leadership focus on short-
to-medium term priorities 
and define/assign necessary 
resources for continued 
program implementation and 
improvement. This process also 
enables organizations to identify 
and consolidate critical program 
documentation as well as 
identify areas for improvement.
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